IHamsaTka no npopuiaaxkruke B cpepe UTT

Ha repputopun OpenOyprckoii 001acTu mpaBOOXpaHUTEIBHBIMUA OPTaHaMH BCE Yallle PErHCTPUPYIOTCS
(akThl COBEPIICHUS XUILEHUH JEHEXKHBIX CPEICTB C JIMLEBBIX CYETOB IPAXKAAH C UCIOJIb30BaHUEM
COBPEMEHHBIX HH(POPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIX TeXHOJOTHA. IloTepreBIrMu CTaHOBSTCS
JKUTEJIN PETUOHA PA3IMYHBIX BO3PACTHBIX Ipymnil. [IpecTynmHUKY Ipy COBEPLICHUH XUILEHUN IIOCTOSTHHO
COBEPUIEHCTBYIOTCS, IIPUIyMbIBasi HOBbIE CIIOCOOBI, IPX 3TOM aKTUBHO MUCIIOJIb3YIOT IHTEpHET-pECYPCHI,
TOPIOBBIE TUIOIIA/IKH, BO3MOXHOCTH LU(POBOH TenedoHUN.

UtoObl HE MONACTh Ha YJIOBKU MOIIEHHUKOB HEOOXOAMMO Ka)KJJIOMY 3HATh, KAKUM 00pa3oM COBEPILAIOTCS
IPECTYIUIEHUS M YTO HU B KOEM Cilydae He CTouT Jenath. Kak ce6s Bectu eciau Bam no3BOHMII HEM3BECTHBIM
U, TIPEJICTABUBILUCH COTPYJHUKOM KPEIUTHO-(PHUHAHCOBOTO YUPEXKCHHS, TpeOyeT MepCOHaIbHbIC TaHHBIE
Bameii 6ankoBckoit kapTbl? Kak ob6e3onacuth cels pu COBEPLISHUH MOKYIIOK KOO0 MPOJaK TOBapa yepes
Wnurepuer?

Ha ceroansunuii JeHb HanboJiee 4acTo BCTPEUYAIOTCs CIELYIOIUE CIIOCOObI COBEPIICHNUS AUCTAaHIIMOHHBIX
XULICHUN:

1. XwuieHue coBeplIEHO C UCIOIb30BaHUEM cpeacTB IP-tenedonnn u TenedoHoB COTOBBIX OIIEPATOPOB
IOJ] TIPE/ITIOTOM TIPEAOTBPAIICHUS] HECAHKIIMOHUPOBAHHOTO CIIUCAHUS ICHEKHBIX CPEICTB, OPOPMIICHHS
KpenuTa, OJIOKUPOBKM OAHKOBCKOW KapThl, COXPAaHEHUS JCHEXKHBIX CPEJICTB Ha «PE3CPBHOM» CUETE.
[IpecTynHUK BBOJUT KEPTBY B 3201y K/I€HUE C IOMOILbIO METO/I0B TaK Ha3bIBAEMOM «COL[MAJIbHON
UH)XEHEPUU», TIOTy4as PeKBU3UTHI OAHKOBCKOW KapThl U 0JHOpa30Bbie Koabl B CMC, co3aanHble AT
UICHTU(HUKAINHN JIUIA B CHCTEME JUCTAaHIIMOHHOTO OAHKOBCKOTO 00CITY)KMBaHUS, KaK BIIAAEIbIA, JTU00
3acTaBJIgeT MOTEPIEBIIEro YCTaHOBUTh NMPOrpaMMbl yaanéHHoro gocryna «Team - Viewery win
«AnyDesk», paciopspkaeTcss UMEIOIIMMUCS Ha JIMIIEBOM CUETE EHEKHBIMU CPEICTBAMH, KaK ITPABHUIIO
NIEPEBOJ UX Ha MOJKOHTPOJIBHBIE CUETA, UCIIOJIb3YS PA3IIMUHBIC [IJIATEKHBIE CEPBUCHI, JIEKTPOHHBIC
KOIIEJILKU X HOMepa Tele(OHOB ONEPaTOPOB COTOBOI CBS3M.

B nannoM ciy4ae He00X0AMMO HeMeJICHHO IPEKPATHTHL Pa3roBop, MO3BOHUTDH 110 HOMEPY «Irops4ei
JIMHUN» 0AHKOBCKOI0 y4Ype:x/1eHusi, B KoTopoMm odopmiieHa Bama 6ankoBckasi kapTa, 1100 JUYHO
NOCeTHTh 0huCc 0aHKA M MOMHTEPECOBATHLCS MO MOBOAY COMHHTEJIBLHBIX NEPEBOI0B.

3anomuuTe! CoTpyaHuku 0aHKa HUKOIAA 1O TejiedoHy He OyayT CIpAlIMBATh NEPCOHAJIbHbIE
JAaHHBbIe 0AaHKOBCKHX KapT, TeM 0oJiee koa n3 CMC. He cymecTByeT Takoro Buia cOXpaHeHHsl
Cpe/ICTB, KAK BHeCeHHe HAJIMYHOCTH Yepe3 TEePMHMHAJ HA «pe3epBHbIN» CHET J1u00 nmepeBo] Ha
a0oHeHTCcKuil HOMep. Hu B KoeM ciy4yae He nmepeaBaiiTe NepcoOHAJbHbIC JaHHbIE CBOCH 0aHKOBCKOI
KapThl, He yCTaHaBJINBaiiTe B cBoeM cMapTdoHe 1100 KOMIbIOTepe KaKHe-JIM00 NPOrpaMmMsl 110
Nnpoch0e HEM3BeCTHOIO JINIIA.

2. XWIeHHe COBEPIIEHO MOCPEICTBOM TeJIe(OHHOTO 3BOHKA TI0J] BUIOM TOKyMHaTessl MO0 Mpo/IaBIia mo
pa3MelEHHOMY OOBSIBIIEHUIO Ha TOPTOBBIX IUIOMIAKaX caiToB « ABUTOY, «tOnay u T.1I.

[IpecTynHuK BBOJUT KEPTBY B 32011y /I€HUE, TIOACHSS, YTO B CBSI3U C HAXOXKJIEHHUEM 32 IIpeJleaMU
OpenOyprckoii 001acTH, TMYHO NMEPeAaTh AEHBI'M HE MOXKET U MpelaraeT OCyIECTBUTh CEIKY
JUCTaHIIMOHHO. JJ1s1 3TOTO0, KaK MpaBuilo, JIMIA MEPEXOAST sl OOIIEHUSI B MECCEHIKEPHI,

yame «WhatsApp», 10roBapuBaroTCs 0 MOJyYeHUH (OTIPaBKE) TOBapa C MOMOIIBIO CIykO0 g0cTaBKH (Avito
— noctaBka, CDEK, Boxberry u T.11.), IpeCTyIHUKHU CKUABIBAIOT HHTEPHET — CCHUIKY Ha (PUIIMHIOBBIE
(moenbHBIE) CalThI, II€ KEepTBA BHOCUT PEKBU3UTHI OAHKOBCKOW KapThl.

3anomuuTe! Toprosbie MJIOMIAAKH OCHALLIEHBI CHCTEMOM 3A1MTHI OT COMHHUTEJIbHBIX ONlepanuii mo
NepeBoly CPeACTB, NO3BOJIAIOLICH 0JJOKMPOBATH Pa3JINYHbIe CCHIIKH, 03TOMY eciu Bac
NOKyNaTeJ/b/IpoJaBel] NPOCUT NepeiiTH K 001eHNI0 B MeCCeH/Izkepe U KUAaeT CChLIKY, TO 3TO NepBbIi
TPEeBOKHBII CUTHAJ K TOMY, 4T0 Bac XoTAT 00MaHyTh. 324aCTy10 CCBIIIKH, OTIIPaBJIsieMble
NpPecTYNHUKAMH, 110 HA3BAHUIO MOTYT ObITH CX0KH € HA3BAHUSAMM Pa3IUYHbIX KOMIIAHUH 110
A0CTABKAM TOBapa, Jaxe ¢ Ha3BaHNUSIMH CaMHUX TOProBbIX IIomagok. He nmepexoaure nmo ceplikam,
OTIPaBJIEeHHbIM HEM3BEeCTHBIMH JIMLIAMM.

3. XWulIlleHHe COBEPIIEHO MOCPEICTBOM Tele()OHHOTO 3BOHKA MO MPEAJIOrOM BbIJJaUU KPEIUTOB (3aiiMOB).
B nanHoif cuTyanuu, 10 COBEpIIEHUS MPECTYIUICHUS, TOTEPIEBIINNA CAMOCTOSTEIbHO HAXOIUT
NPEUIOKEHHS B UHTEPHET CpeJie O MPeI0CTABICHUN KpeIuTa, epeiiid Ha « QUILINHTOBBIN cailT, ocTaBiseT
CBOM KOHTAaKTBHI. 3JI0yMBIIUIEHHUK, TI0Jl BUAOM PaOOTHHKA KPEIUTHOTO YUPEXKICHUS, CBA3BIBACTCS C
JKEPTBOM, BBIMAHNUBAET PEKBU3UTHI KapThl IO IPEAJIOTOM OIUIAThl KOMUCCUU U PACHOPSIKAETCs IEHbIaMU
yepes MOAKOHTPOJIbHbIE OAaHKOBCKUE CUETA.

B nanHOM ciiyyae Haj0 3HaTh, YTO BeJs NePeroBopsl 1o TejiedoHy 110 MOBOAY 10CTABKH KPeAUTHBIX



JAEHEKHBIX CPeICTB M 3apaHee OIUIa4YMBasi YCIYTH Kypbepa, CyMMY 32 CTPaXOBaHHe U OTKPBITHE
cuéra, 0e3 JOKYMEHTAJIbHOI0 MOATBePKAeHUus, Bbl puckyere ocraTbes 0e3 neHer. CaMblil HAXEKHbBIT
Crocod mory4eHus KpeauTa — 3TO JUYHOE NoceleHne 0aHKa.

4, XwuIieHre COBEPIICHO ¢ UCTIOJIb30BaHNEM «(UIITUHTOBBIX CAaliTOBY» B ceTu MHTEpHET.

Kak npaBuiio 3To «IBOWHUKNY CATOB MOk aBUAOUIIETOB, CAITOB MHTEPHET - MAara3uHOB ObITOBOM
TEXHUKH, JIEKTPOOOOPYAOBAHMS U AJIEKTPOMHCTPYMEHTOB. Pa3nnyarecs Takue caiThl OT HACTOSIIUX MOTYT
B 0JHY OyKBY miH nu(py. JJoMeHbI TaKuX caiTOB OOBIYHO 3apETUCTPUPOBAHBI 32 MpeaeraamMu Poccuiickoit
denepanuu.

Heo0xonuMo NOMHUTB U 3HATH, YTO CaMblil HA1E€KHBIH c10c00 MPUOOpeTeHHs1 OMJIETOB — ITO Kacca
a3PoNoOpPTAa, HKeJIe3HOAOPOKHOro TpaHcnopTa. Eciu :xe Bol pemmiu Kynuthb Ouiiet B cetu UHTEpHET,
TO HE00X0AMMO BHUMATEIbHO H3YYHUTh CAliT, IOYUTATH OT3bIBBI.

5. XWuIlleHUE COBEPIIECHO C UCIOIb30BaHUEM ceTH VIHTepHeT B colnanbHbIX ceTaX («OIHOKIACCHUKNY,
«BKonTtakrey, «MHCTarpaMM»), B TOM YUCII€ IyTEM B3JI0Ma CTPAHULI.

B aT0#i cuTyanuu npocieKuBaeTcsi 3aKOHOMEPHOCTh: B « OJHOKIIACCHUKAX) )KEPTBAMU CTAHOBATCS JIMLIA
IIO’KUJIOTO BO3pAcTa, IPEIIOroM sBJISIETCS MHUMas BblIIaTa Besikoro posa komneHcauuit (HAC, nomate! k
IEHCUU U T.11.). Bo «BKOHTaKTe» 3710yMBIIIJIEHHUKOM B3JIaMbIBA€TCsI CTPAHUIA CBSI3€H OTEPIIEBLIETO U OT
UX UMEHH, IIyTEM IEPEIUCKH, 3allPAINBAIOTCA JEHEKHBIE CPECTBA B JIOJT, C YKa3aHUEM PEKBU3UTOB
OaHkoBCKOM KapThl. B connanbHoil cetn «MHCcTarpaMmy pacipoCcTpaHEHbl TaK Ha3bIBAEMbIE HHTEPHET —
CTpaHMIIbI IPOJAXK BEILEH, I/1€ TI0J] BUJIOM CAEIKHU MPECTYHUKH 3aBJIa/IEBAIOT PEKBU3UTAaMU OAHKOBCKUX
KapT 1100 BBIHYKJAIOT BHECTU IIPEIOIIATY 3a TOBApP U HE UCIIOIHSIIOT CBOUX 0053aTENIbCTB.

Ecyin Bam 3HaKOMBbIii B CONMAJILHOM CeTH NPOCUT JACHBIH B 10T, HEO0X0MMO CBA3ATHCS C HUM 110
Tes1eoHy, 100 yOenuThCsl B X0/1e MepPenucKu, 4To ¢ Bamu o01maercsi MMEHHO OH, 2 He MOILIICHHUK, Y
KOTOPOr0 B M0JIb30BAHUH HAXOAHUTCS B3JIOMAHHAS CTPAHULIA 3HAKOMOI0.

6. XwuieHne CoBEepIIEHO MOCPEICTBOM TeIEPOHHOTO 3BOHKA, ITOJI MPEJIOTOM OCBOOOKICHHSI
POJCTBEHHUKA OT YTOJIOBHOM OTBETCTBEHHOCTH. [IpeCTyTHUKH 3BOHAT, KaK NIpaBUIIO, HA JOMAILIHUE
TeNeQOHBI, IPEICTABISAIOTCSA COTPYIHUKAMU IPABOOXPAHUTENBHBIX OPraHOB, JOBOJST JOXKHYIO
uH(}OPMALIHIO O TOM, UTO POJCTBEHHUK cobeceHMKa sikoOb!I momnan B 6eay (JITTI, cOun yenoBeka, u3ouin
KOT0-1100 U T.11.). B JTaHHOM ciTy4ae mpecTymHHUKH MPeUIaraloT PemuTh BOIPOC, AJIs 4ero Tpedyercs
OIIpeJieNIeHHasl CyMMa JIeHET, KOTOPYIO B OCIEAYIOLIEM 3a0UparoT Yepe3 TaKCUCTOB, JINOO MpeaaraoT
3aUUCIIUTD JIEHE)KHbIE CPEICTBA HA OAHKOBCKUE PEKBU3UTHI.

Byabre BHMMaTeabHbl! Ilpn nocTtynjieHnu mopo0HbIX 3BOHKOB, HECMOTPSI HA YTOBOPBI NPECTYITHUKOB
0 TOM, YTO He CTOMT 3BOHHTH HUKOMY, HeMeJICHHO CBSIKMTECh C POJICTBEHHUKOM, KOTOPBIi MonaJ B
«oexy».

B pa3rosope coxpaHsiiiTe ClIOKOHCTBHE M He Ha3bIBaliTe JaHHbIE POACTBEHHUKA, CKAKUTE
HEM3BECTHOMY, YTO OyAeTe 10 JaHHOMY (aKTy 00pamaTbCsi B IPaBOOXPAHHUTEIbHbIC OPraHbI.

7. XulieH"e COBEPIIEHO MO BUIOM MPEAOCTaBICHHS pa3IUYHbIX YCIyT, HAIpUMEP 10 0(hOpMIIEHUIO
JIOKYMEHTOB JJIsl TPy AOYCTPONCTBA.

JlaHHBIE IpECTyIUIEHUS COBEPIIAIOTCS B PE3YyJIbTATE Pa3MEIICHNs HA HHTEPHET-CalTax Mo MPEeJOCTaBICHHUIO
yCIyT 00BABICHUN MO CHELUANIBHO 3aHHKEHHOM cTonMocTH. B pe3ynbTare nmocienyromnero ooMaHa kepTBbl
MOILIEHHUKOB NEPEYUCIIAIOT 3a/1aTOK JINOO BCIO CyMMY, HE MOJIy4as pe3yibTara.

3anomuuTe! Hu B KoeM ciryyae He CTOMT NEPEYUCIATD JeHEeKHbIE CPeACTBA, He YOeIMBIIHUCH B TOM,
YTO HA CAMOM Jiejie CYyLIeCTBYeT OPraHu3anms, yeayraMu KoTopoii Bel XxoTuTe BOCIO0JIb30BaThCS.
IIpoBepbTe oOpranu3anuio nyréM MOHUTOpPHHTIA ceTH HTepHeT, MouMTAaliTe 0T3BIBBI, MONPOOYNiTE
CBSI3aThCH € MPEACTABUTEIAMH M IOMHTepecyiiTech, KAKUM BH/IOM JeSITeJIbHOCTH 3aHUMAeTCs
OpraHu3anys U KaKue yCJIyr'u peaoCTaBJIsieT.

8. XwuiieHuu, COBEPIIEHO MOCPEICTBOM ceT MIHTEepHET 1o/ MpeIioroM OKa3aHus MacCaKUPCKUX yCIyT
yepe3 cepBUC (MPUIIOKEHHUE) 1o MoucKy nonytyukoB «BlaBlaCary:

JlaHHbIE IPECTYTIIEHUS! COBEPILAIOTCS B PE3yJIbTaTe pa3MelleHus: 00bsABICHU uepe3 npuioxenue. s
3TOTO JIUIA, KaK MIPABUIIO, IEPEXOAT It oOmieHus B MecceHkep « WhatsApp», rlie B Xo/ie epenucku
MPECTYMHUK CKUBIBAET CCHUIKY ISl OILIATHI JINOO OpOHUPOBAHUS MOE3/IKH, TPOUIS IO KOTOPO KepTBa
BHOCHUT PEKBU3UTHI OAHKOBCKOM KapThl.

Heo0xoauMo0 NOMHHMTB M 3HATH, YTO CAMbIH HAAEKHBIN CIIOCO0 NMEepeIBHKEHUS — ITO MepeIBHKECHUE
HA TPAHCIOPTE, 10 KYIUICHHBIM OHJIETaM B KACCAX a3POIOPTA, KeJIe3HOL0POKHOT0 U AaBTOBOK3aJ1aXx.
Ecisin :xe Bl pemin/in BocnoJib30BaThes cepBrucoM no noucky nonyruunkon «BlaBlaCary», To
HEe00X0IMMO NepeiaBaTh JeHbI'H 32 M0e3/1KYy TOJBKO U3 PYK B PYKH IIPH BCTpPeYe B aBTOMOOHJIE HJIH
10 NPUOBITHIO K MECTY HA3HAYCHHH.



9. XwumeHue, COBEPIICHO MOCPEACTBOM ceTH MHTepHeT, myTéM pa3MerieHus HHPOpMaLuu O
MPEIOCTABICHUH YCIYT 10CYTa.

B nanHoO# cuTyanuu, 10 COBEPIIECHUS IPECTYIUIEHUS, TOTEPIEBIINNA CAMOCTOSTEILHO HAXOAUT
MPEVIOAKEHHUS B MHTEPHET-CpeJie O MPEeIOCTaBICHUN JaHHbBIX yCIIyT. JKepTBa cBA3BIBaeTCS C
3JI0YMBIIIJIEHHUKOM I10 YKa3aHHBIM aOOHEHTCKUM HOMEpaM M 110/ IIPEAJIOTaMy OILIaThl YCIYyT, CTPaXOBKH
NEPEBOIUT JICHEKHbIE CPEACTBA Ha yKa3aHHbIE CYETa IMOCPECTBOM MOOMILHOTO OaHKa WM TepMHUHAIA
OILJIATHI.

He cTouT nosib30BaThecsl JAHHBIMU BHAMH YCJIYT, T.K. OPraHU3aIUsl JaHHOT0 BU/IA 1eATeJbHOCTH
3anpenieHa Ha Tepputopuu P® u Bieder 3a co00ii aAMMHUCTPATUBHYIO U YTOJOBHYIO
OTBETCTBEHHOCTb.

10. XwumeHue coBepIIEHO MOCPEICTBOM ceTH MHTEepHEeT Mo/ MpeiioroM 3apaboTKa MpH «Urpe» Ha
OuprKe, UHBECTUPOBAHMSL.

JlaHHbBIE IPECTYIIIEHUS COBEPIIAIOTCS B PE3YJIbTAaTE IIOUCKA ITOTEPIIEBIIUMH JIOTIOJHUTEIBHOIO HCTOUHUKA
noxona. Kak mpaBuiio, moTeprieBIINe OCTaBISIIOT B CETU MHTEPHET 3asBKY Ha PETUCTPALIUIO U CIIYCTS
HEKOTOPOE BpeMs UM IepPEe3BAaHUBACT 3J0yMBIIIJICHHUK, KOTOPBIH MpeiaraeT co31aTh JUUHBIA KaOMHET Ha
wiatopme oAHON U3 OUPK TUOO MEPEUUCIIUTD ACHEKHBIE CPEJICTBA JJIi UHBECTUPOBAHUS, a TAKXKE
yOex)aaeT MOTepIEBIIer0 YCTAHOBUTD MIPOrPaMMBbI YIal€HHOro noctyna « Team - Viewer» unn «AnyDesk»
C LIEJIbIO OKA3aHUS «ITOMOILM» U KOHTPOJIS 3a TMYHBIM KabuHeToM noTteprnesinero. [locne yero sxepTsa moj
BJIMSTHUEM 3JI0yMBIIIEHHUKA CUCTEMATUYECKU TIEPEUHCIISET ICHEKHbIE CPE/ICTBA Pa3IMYHBIMU CyMMa Ha
JMIIEBOI CYET, KOTOPBI 0TOOpa)kaeTcs B IMYHOM KabuHeTe Oupxu 1100 Ha OAHKOBCKHE KapThI
MOILIEHHUKOB, IyMasi, YTO HHBECTUPYET JACHEKHBIE CPEICTBA. 3J0YMBILUICHHHK, B CBOIO OYEpEb,
3aKpBIBAET JIOCTYI K JTUYHOMY KaOWHETY ¥ MOTEPIIEBIINI HE MOXKET BBIBECTH JIaHHBIC ICHEKHBIEC CPEICTBA.
Jnis aToro ero yoexaaroT B HEOOXOAUMOCTH BHECEHUS JTOTIOTHUTEIHLHONU CYMMBI JICHET.

Ecsin Bbl Bce - Taku peminJii 3apadoTaTh JaHHBIM BH/IOM, TO cJieyeT HTPaTh HA IPOBePEHHBIX
Omp:Kax, a TaKxKe M0Jb30BaThCS YCJAYraMHU NIPOBEPEeHHBbIX Jull (OPOKePOB), 3AaHUMAKIIUXCS JAHHOMI
AeATeJIbHOCTHIO. Takike cienyeT 0CO3HABATH PHCK NOTEPH CBOMX JICHEKHBIX CPEJACTB NPH UI'Pe HA
O0upke, THBECTHPOBAHUM, B TOM YHCJIe 0UeHb KPYNHBIX CyMM.



